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Division of Finance and Business Operations
	
	Procurement & Strategic Sourcing  

5700 Cass Avenue, suite 4200

Detroit, Michigan   48202

(313) 577-3734 

FAX (313) 577-3747


April 16, 2013 
Dear Vendors:

Wayne State University invites you to participate in its Request for Proposal process to provide Internet Firewall Services, for the Computing and Information Technology, per the specifications contained herein the Request for Proposal.  This service is expected to commence on May 6, 2013.
We have a bid information package complete with the Request for Proposal and complete specifications available for downloading from the University Purchasing Web Site at

http://www.forms.purchasing.wayne.edu/Adv_bid/Adv_bid.html (include capitalization and underscores) as of April 16, 2013.  When visiting the Web Site, click on the “Service

”link in green”.  Copies of the RFP will not be available at the pre-proposal meeting.  If you are interested in participating in this process, you and/or responsible representatives of your organization must attend our mandatory pre-proposal meeting to be held on: 

  April 23, 2013, 10:30 a.m. (local time)
C & IT Building 

5925 Woodward, 

Conference Room 150
Detroit, MI  48202
If you would like to teleconference into this Conference, please dial 313 993 – 3480 (no password required).  .    Vendor’s may teleconference; however, due to the limited number of call in ports, Vendor’s must confirm their attendance via the Registration Form, Appendix 2.  Pre-registration for the meeting is to be made on or before Noon on, April 22, 2013.  Please fax Appendix 2 to attention Ms. Pat Milewski at (313) 577–3747 to confirm your attendance.

For your convenience a map of the University and appropriate parking lots can be downloaded and printed from: http://campusmap.wayne.edu/ .  Guest parking in any of the University student and guest lots is $6.00.  A detailed list of Cash & Coin operated lots can be viewed at
http://purchasing.wayne.edu/cash_and_credit_card_lots.php .  Cash lots dispense change in quarters.  Due to time constraints, Vendors are encouraged to avoid parking at meters on the street (especially blue “handicapped” meters).  Please confirm your attendance at the mandatory pre-proposal meeting by faxing your intent to participate (or not to participate) by using Appendix 2 to Ms. Pat Milewski at (313) 577-3747 no later than noon on April 22, 2013.
If you would like to teleconference into this Conference, please dial 313 993 - 3480 (no password required).
We hope to see you at the mandatory pre-bid meeting.  Please bring a copy of this Request for Proposal for your reference during the meeting.  Should you have any questions or concerns about this invitation, please contact me at (313) 577–3712, or email: ac6243@wayne.edu.  Thank you for your interest in doing business with Wayne State University.

Sincerely,

Robert Kuhn
Senior Buyer
Enclosure
Cc:  Laura Hendricks, Valerie Kreher
RFP:  Internet Perimeter Firewall Replacement, Project R575371 
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I.
INTRODUCTION

A. 
Wayne State University (hereafter referred to as UNIVERSITY) is a national research university with an urban teaching and service mission.  It is a constitutionally autonomous public university with 13 schools and colleges, has an enrollment of approximately 29,000 students, and has an alumni roster of over 230,000. The graduate school, with nearly 13,000 students, is the largest in Michigan.  It is one of 2.2 percent of all colleges and universities, nationwide, to hold the prestigious Carnegie Doctoral Extensive designation. WSU is one of the approximately Conference Room 150 universities nationwide that hold this status. 

B.
Procurement & Strategic Sourcing is soliciting proposals from qualified professional organizations, hereafter referred to as VENDOR(s), who specialize in providing Internet Firewall Services of superior quality, at competitive pricing, as described in the Statement of Work section of the Request For Proposal (RFP).   Project must commence on or before May 6, 2013 and be completed by June 1, 2013.
This RFP outlines basic requirements as specified in the Scope of Work section of the RFP (Section IV).  Proposals submitted are to be in accordance with the outline and specifications contained herein and are to remain in effect a minimum of 120 days from the date of submission, and may be subject to further extensions as negotiated.  

C.
The UNIVERSITY reserves the right to accept, reject, modify, and/or negotiate any and all proposals received in conjunction with the RFP.  It reserves the right to waive any defect or informality in the Proposals on the basis of what it considers to be in its best interests.  Any proposal may be rejected which the UNIVERSITY determines to be incomplete, conditional, obscure, or has irregularities of any kind.  The UNIVERSITY reserves the right to award to the firm, or firms, which in its sole judgment, will best serve its long-term interest.

This RFP in no manner obligates the UNIVERSITY to the eventual purchase of any products or services described, implied, or which may be proposed, until confirmed by written agreement, and may be terminated by the UNIVERSITY without penalty or obligation at any time prior to the signing of an Agreement or Purchase Order.

D.
Expenses for developing and presenting proposals shall be the entire responsibility of the VENDOR and shall not be chargeable to the UNIVERSITY.  All supporting documentation and manuals submitted with this proposal will become the property of the UNIVERSITY.

E.
All questions concerning this Request for Proposal are to be directed to Robert Kuhn, Senior Buyer, Email; ac6243@wayne.edu and to Valerie Kreher, Senior Buyer, Email; rfpteam2@wayne.edu@wayne.edu.  Copy both Robert Kuhn, Sr. Buyer, and Valerie Kreher, Sr. Buyer, on all E-Mail questions.  The deadline for questions is April 30, 2013, 12:00 noon.  Under no circumstances may a VENDOR contact other individuals at the UNIVERSITY, or its consultants to discuss any aspect of this RFP, unless expressly authorized by Procurement & Strategic Sourcing to do so.

II.
INFORMATION FOR VENDOR
A.
General

This RFP contains requests for information.  VENDORS, however, in responding to this RFP, are encouraged to provide any additional information they believe relevant.


VENDORS are encouraged to examine all sections of this RFP carefully, in that the degree of interrelationship between sections is high.  Whenever the terms "must", "shall", "will", "is required", or "are required" are used in the RFP, the subject being referred to is to be a required feature of this RFP.  

B.
Calendar of Events

	                  Activity____________                    
Formal Release of RFP 

  
	   Responsibility ___    
Purchasing  (PD)


	     Date____  

April 16, 2013 


	Mandatory  Prebid meeting at the C & IT Building, 5925 Woodward,  Conference Room 150, Detroit, MI  48202


	PD/Evaluation Team

(ET)/VENDORS


	April 23, 2013  

10:30 a. m. (local time)


	Questions due to Procurement & Strategic Sourcing

	VENDORS


	April 30, 2013  - 12 Noon 



	Delivery of Proposals to the Academic/ Administration Bldg., Purchasing Dept., 5700 Cass Avenue, 4th Floor – Suite 4200, Detroit, MI


	VENDORS


	May 1, 2013 by 4:00 p.m.



	Evaluation of Proposals

(clarifications & negotiations)


	PD/ET


	Week of May 2, 2013 


	Announcement of Selected VENDOR


	PD


	Week of May 6, 2013 


	Readiness for Service/Contract

Commencement


	VENDORS


	Week of May 6, 2013 


	Project Completion


	VENDORS/ET


	June 1, 2013



The UNIVERSITY will make every effort to adhere to the above schedule.  It is subject however, to time extensions at the University’s discretion. 

C.
Mandatory Pre-Proposal Meeting

You must attend a mandatory Pre-Proposal Meeting on April 23, 2013 at 10:30 a.m. (local time) at the C & IT Building, 5925 Woodward, Conference Room 150, Detroit, MI  48202, as a condition for submitting a proposal.  


Pre-registration for the meeting is to be made on or before Noon on, April 22, 2013.  Please fax Appendix 2 to attention Ms. Pat Milewski at (313) 577–3747 to confirm your attendance.

During this meeting, we will answer any questions you may have to clarify any ambiguities in this Request for Proposal.  Answers to questions that cannot be answered during this meeting will be emailed to all VENDORS and posted to the University website as soon as they are obtained.  

D.
Examination of the Request for Proposal

Before submitting proposals, each VENDOR will be held to have examined the UNIVERSITY requirements outlined in the Scope of Work and Technical Information sections, and satisfied itself as to the existing conditions under which it will be obligated to perform in accordance with specifications of this RFP.


No claim for additional compensation will be allowed due to unfamiliarity with the specifications and/or existing conditions.  It shall be understood that the VENDOR has full knowledge of all of the existing conditions, and accepts them "as is."

E.  
Delivery of Proposals (10-30-2009)

An original (clearly marked as such) plus one copy (2 total) of concise proposals in booklet or notebook form with supporting documentation shall be delivered in a sealed envelope or container to UNIVERSITY Procurement & Strategic Sourcing.  

In addition, an electronic version is required, which should be submitted to our secure mailbox at rfp@wayne.edu and be sure your subject line reads “(company name) RFP Internet Perimeter Firewall Replacement, Project R575371 Response”. The electronic submission should be limited to no more than one of each of the following file types:  1 Word Document and/or 1 Excel Workbook and/or 1 PDF document, with a total file size less than 20 megabytes.  If your submission was sent correctly, you will receive an auto-reply message acknowledging receipt of your Proposal.  If you do not receive an auto-reply message, check the address you used and resubmit your Proposal.  However, in the event a discrepancy exists between the electronic submission and the original copy of the Vendor’s Response Proposal, the original copy will prevail.

Please note – Your RFP submission is not valid unless we receive both the hard copy and the electronic copy on or before the due date and time.

The specific format for responses is detailed in Section II F (below).  Proposals and Schedule C, Cost Schedule must be signed and the authority of the individual signing must be stated thereon. All responses are to be addressed to:



ATTN.: Robert Kuhn, Senior Buyer
Wayne State University

RFP:  Internet Perimeter Firewall Replacement, Project R575371 


5700 Cass Avenue, 4th Floor - Suite 4200 AAB


Detroit, MI   48202

And:  E-mail a copy to RFP@wayne.edu / 
subject line: “(company name) RFP Internet Perimeter Firewall Replacement, Project R575371 Response”.
Deadline for receipt of proposals by Procurement & Strategic Sourcing is, May 1, 2013 by 4:00 p.m. (local time).  Date and time will be stamped on the proposals by Procurement & Strategic Sourcing.  Proposals received after that time will not be accepted.  No details of the proposal will be divulged at the time of opening.

F.
Proposal Format

Proposals are to be submitted in notebook form with appropriate indices.  Each proposal should provide a straightforward concise description of the VENDOR'S service, approach and ability to meet the UNIVERSITY'S needs as stated in this RFP.  Schedules and Exhibits listed below must be included in your proposal:

Schedules (provided in this package)
Schedule A - 
Proposal Certification, Non Collusion Affidavit, VENDOR Acknowledgements 




Schedule B  -
Insurance Requirements 




Schedule C  -    Cost Schedule, Summary of Quoted Rates




Schedule D  -    Summary Questionnaire
Exhibits (created by Vendors as needed)



Exhibit  1     -
 Exceptions/Restrictions;  if any  (Section II G)




Exhibit  2     -
 Profile/Experience/References  (Section II H)




Exhibit  3     -   
 VENDOR Service Plan (Section III)

Care should be exercised in preparation of the proposals since it is the UNIVERSITY'S intent to have the final contract documentation consist of the RFP, VENDOR Proposal, any letters of clarification, and a one or two page enabling Signatory Document and/or Purchase Order.
Unnecessarily elaborate brochures or other presentations beyond those sufficient to present a complete and effective quotation are not desired.  

G.
Proposal Evaluation
1. Proposals will be evaluated and award will be based on the VENDOR'S ability to offer the best value (quality, past performance and price), and on anticipated quality of service.  Items considered include but are not limited to:

symbol 183 \f "Symbol" \s 10 \h
Ability to meet all mandatory requirements and specifications of this RFP;

symbol 183 \f "Symbol" \s 10 \h
Cost of Services; Compensation and Fees; (Schedule C);

symbol 183 \f "Symbol" \s 10 \h
Financial Strength of the VENDOR;

symbol 183 \f "Symbol" \s 10 \h
Proposal Documentation / Presentation;

symbol 183 \f "Symbol" \s 10 \h
VENDOR'S Experience (Exhibit 2);

symbol 183 \f "Symbol" \s 10 \h
VENDOR Profiles/References; (Exhibit 2);

symbol 183 \f "Symbol" \s 10 \h
VENDOR Service Plan; (Exhibit 3);


NOTE:   Evaluation Criteria are in alphabetical order and are not stated in order of preference.  

VENDOR proposals will be evaluated by a team consisting of members of the UNIVERSITY'S Purchasing and Computing and Information Technology.  A preliminary screening will be used to identify competitive VENDORS who have met the mandatory requirements.  Procurement & Strategic Sourcing may subsequently request selected VENDORS to make a presentation at a set time and date, to clarify information provided in the proposals.  Final consideration, evaluation, and recommendation may be made at this point.  However, the UNIVERSITY reserves the right to take additional time for reference review, site visits and/or proposal negotiations.  

2.
To qualify for evaluation, a VENDOR'S proposal must be responsive, must have been submitted on time and must materially satisfy all mandatory requirements identified throughout the RFP, in the judgment of the UNIVERSITY.  Any deviation from requirements indicated herein must be stated in the proposal specifically under the category "Restricted Services", and clearly identified as Exhibit 1.  Otherwise it will be considered that proposals are in strict compliance with all requirements.  Check the box indicating "None" for Restricted Services on the Proposal Certification Schedule A.  In those cases where mandatory requirements are stated, material failure to meet those requirements may result in disqualification of the VENDOR'S response

3.   If there are portions of any proposal the UNIVERSITY finds unacceptable or otherwise in need of clarification or revision, the UNIVERSITY reserves the right to clarify or negotiate with any or all VENDORS.  Should the outcome of evaluations result in a recommendation, any resulting contract will be subject to the approval of the UNIVERSITY'S General Counsel and must be approved and signed by the appropriate UNIVERSITY representative.    
4. After notification of acceptance of proposal and the signing of a resulting agreement and/or Purchase Order, the successful VENDOR will be expected to establish and be in a position to commence work or services on or before May 6, 2013.
H.
VENDOR Profile, Experience, References, and Lost Accounts
1.
VENDOR Profile should include:

VENDOR is required to provide organizational data that demonstrates the size, scope and capability of the Company to handle the UNIVERSITY'S specific requirements specified in this RFP.  Explain any company relationships that could be construed to be a conflict of interest in doing business with the UNIVERSITY now or in the future.  


Upon University request, VENDOR must agree to provide independently audited financial statements including its statement of financial position, statement of operations, and statement of cash flows for at least the past three years.  Vendor must further agree to permit the UNIVERSITY, upon request, to audit VENDOR's books as related to the Wayne State University account.

Failure to agree to this will result in disqualification of your bid (see Schedule D).

Financial Information will be treated as confidential and not added to the publicly permanent RFP file.  Requested Financials must be sent to:

ATTN.: Kenneth Doherty, Assistant Vice President

Procurement & Strategic Sourcing




Wayne State University

RFP:  Internet Perimeter Firewall Replacement, Project R575371 


Procurement & Strategic Sourcing





5700 Cass Avenue, 4th Floor - Suite 4200 AAB


Detroit, MI   48202

VENDORS must include a self-addressed envelope marked "Confidential" with their financial statement. Statements will be returned upon completion of any University review.

2.
Experience

VENDORS are to state in their proposals their qualifications to meet the RFP specifications in terms of past and current consulting experience with the same or similar requirements.  This information should be provided in the VENDOR’S Exhibit 2 of their proposal.  VENDORS are to focus on experiences with organizations having needs similar to that of the UNIVERSITY.

3.
References
Upon request, VENDOR must agree to provide a minimum of three (3) qualified references.  Requests for references will come from Robert Kuhn, Senior Buyer, and will be treated as confidential and not added to the publicly permanent RFP file.  


References are to be from organizations that have successfully utilized the products and services.  The references supplied should include the name and address of the organization, and the contact name(s), titles, e-mail, and the telephone numbers.

Failure to agree to this will result in disqualification of your bid (see Schedule D).

4.
Lost Accounts and Legal Actions

Upon request, VENDOR must agree to provide a list of significant accounts that the VENDOR has lost during the past three (3) years.  "Significant" for this purpose shall be construed to mean accounts representing billings by the VENDOR in the range of $25,000.00 or more each year.  A lost account can be defined when the vendor has been terminated on a job because of performance or default.  Contact names and telephone numbers of affected Companies must be provided.


Indicate any significant past or pending lawsuits or malpractice claims against the VENDOR.
I.
VENDOR Service Plan
Vendors should include a complete description of the products and services offered in their Proposal. The Service Plan should include, but not be limit to:

1. 
A summary of the products or services to be provided.

2. 
When applicable, a timeline showing how the Vendor plans to deliver products and/or services to fulfill any contract issued as a result of this RFP.

3. 
Key staff members at the Vendors organization that will be assigned to the University account or will otherwise be part of an implementation team.

4. 
Any resource requirements on the part of the University necessary in order for the Vendor to meet its obligations under an agreement resulting from this RFP.

5. 
Any hardware, software, or other technology the University must have in order to use the Vendors products or services.

6. 
Any alternative ideas or proposals that should be considered by the University in addition to the base proposal.
III.

SCOPE OF WORK AND TECHNICAL REQUIREMENTS
Objectives

Wayne State University is requesting proposals for a Next Generation Firewall deployment at our organization’s Internet perimeter.  The primary objectives in upgrading our existing perimeter firewalls are to provide security protection for modern and zero-day threats, to permit increased bandwidth, to position for providing ancillary firewall protection, to implement IPv6, and to increase reliability for our constituents.

Modern & Zero-Day Protection
Internet security keeps evolving, and our network protections should do the same.  Wayne State University is seeking a next-generation firewall that is able to identify, classify, and respond to these current and up-and-coming network threats.  This goes beyond simply writing firewall rules that block network ports or address ranges.  The desired firewall solution can respond to or prevent advanced and polymorphic security threats, including malware, botnet command-and-control traffic, drive-by downloads, and zero-day client and server exploits.

Increased Bandwidth

Wayne State University currently has two (2) separate connections to our Internet Service Provider.  Existing firewalls are currently positioned between our core and edge routers at each of the sites where our ISP has a point of presence.  On each firewall resides two 2x1Gbps LACP aggregate connections – one connection for “inside” traffic connected to the appropriate core router, and one connection for “outside” traffic connected to the appropriate edge router.  This project will replace all existing LACP aggregate Ethernet links with 10Gbps interfaces, permitting Wayne State University to deliver 10Gbps of network throughput into the core of our network.

Ancillary Firewall Protection

Fully aware of the current financial situation of the City of Detroit and the State of Michigan, as well as being cognizant of and responsible with student tuition and taxpayer dollars, Wayne State University would like any delivered firewall solution to have the capability and capacity to provide network security protections for networks and projects in addition to our Internet perimeter.  Our current network design and history leads us to the fact that the firewall deployed at our secondary ISP point of presence will be extremely underutilized.  Wayne State University would like to have the option of providing firewall and network security services for other projects and business units, maximizing the value and worth of our purchase.

IPv6 Compatibility

IPv4 space depletion is driving Wayne State University to implement IPv6 on our production networks during the lifetime of this new equipment.  With this in mind we will be looking for network equipment that has the same type of support in IPv6 as exists in IPv4.  Specifically, feature parity with IPv4 should translate into any next-generation security functionality and firewall virtualization technologies that your platform supports.
Reliability

The advent of “always-on” networking – and the expectation that Internet connectivity will be constantly available – requires that any firewall solution be able to deliver this requirement.  Firewalls must be able to withstand common attacks and hardware failure scenarios while still providing our expected level of service.  The usage of routing protocols and metrics by the edge and core routers will be the primary means by which high availability and redundancy will be achieved.  Current Wayne State University network designs dictate that the firewalls deployed in this project will not be deployed as layer 3 gateways, nor participate in any routing decisions, and should be considered as “Active/Active” for any High-Availability design considerations.

Scope of Work

Candidates will provide the hardware, software, and services detailed in their proposal response.  This scope of work must include:

· Hardware firewall solution covering the two Internet points of presence at Wayne State University.

· Related SFP, SPF+ or XFP optical modules required per the project requirements.

· Centralized management device or software for managing and maintaining above hardware firewall solution.

· Related software subscriptions, licensing, and support for all proposed hardware and software.

Project Requirements

Keeping in mind the above stated objectives and scope of work, Wayne State University is seeking responses for a Next-Generation Firewall solution from qualified bidders which satisfies the following requirements:

1. Provides next-generation and advanced network security protection.

2. Have an active service life of a minimum of five (5) years.

3. Is fully compatible with the 10Gbps network design as outlined and defined in Figure 1.

4. Have the delivered capacity to handle and operate nominally with 10Gbps of traffic utilizing basic firewall protections.

5. Have the delivered capacity to handle and operate nominally with 5Gbps of traffic using advanced or next-generation firewall protections.

6. Have the delivered capacity to handle and operate nominally with five thousand (5,000) individual firewall rules or policies.

7. Have the delivered capacity to handle and operate nominally during the creation of one hundred thousand (100,000) connections per second (CPS).

8. Have the delivered capacity to handle and operate nominally at a peak load of one and a half million (1,500,000) concurrent active connections. 

9. Have the delivered capacity to support twenty (20) virtualized firewalls or security contexts.

10. Provide a minimum of four (4) 10Gbps interfaces, either SFP+ or XFP.

11. Provide a minimum of six (6) 1Gbps SFP interfaces.

12. Provide a minimum of ten (10) 1Gbps copper interfaces.

13. Support IPv4 and IPv6 feature parity.

14. Operate simultaneously with IPv4 and IPv6 protocols.

15. Maintain compatibility with existing Wayne State University procedures and infrastructure.

16. Accept either 120V AC or 208V AC electrical power input.

17. Have Next Business Day (NBD) hardware replacement support.

Vendor Qualifications & Experience

The selected vendor must have recent and relevant experience in providing network security solutions for large organizations and/or Institutions of Higher Education.  The selected firm and key staff members must have a minimum of five (5) years of experience in the sales and support of network security solutions.

The selected vendor will be required to provide proof of sufficient insurance to cover any problems that may occur and does not burden the University with any unreasonable legal requirements.   

The selected vendor and Wayne State University must agree that they will not knowingly solicit, hire or recruit the personnel of the other party during the term of any services that are provided and for a period of one year thereafter.  If any of the parties breaches this clause by hiring the personnel of the other party, the hiring party shall reimburse the other party the equivalent of three months wages of the personnel hired.

Proposal Response

All responding candidates will submit their proposals with the following sections and content:

1. Introduction

The proposal shall include a brief introduction, limited to three (3) pages, describing the history of the bidder along with: 

· Name of company, address, telephone number of main office and any branch office that will be involved in any way with the project.

· Financial information.

· Size of the organization and a breakdown of employees by discipline.

· Organizational chart with identification of individuals to be assigned to this project.  Identify the project manager and include resumes of staff that will be involved in the project.

2. Project Personnel & Management

Staffing for the project shall be clearly defined and will include the names of the Project Manager and all lead and professional support personnel.  The following information shall be furnished for each member of the proposed project team:

· Professional Affiliations, licenses or certifications

· Qualifications and relevant experience with similar type projects

· Provide a description of the responsibilities the individual will assume on this project.

3. Experience

The bidder shall provide the following information on a minimum of three (3) similar projects to verify relevant experience:

· Name of Client

· Project Title and Address

· Name and telephone number of contact person of client

· Name of Project Manager(s)

· Project Description

· Round dollar estimate paid by client

· Actual time to complete the project

4. Offers & Incentives

Describe in detail any offers and/or incentives that are available from your organization, that as a result of this proposal, would be a benefit to the University.

5. Cost Schedule

All submitted proposals should include the following items on Schedule C:

· Detailed Hardware Listing of all hardware modules, pieces and components needed in order to meet the project requirements.

· Detailed Software & Licensing Listing needed in order to meet the project requirements.

· Support and Maintenance options for 1 and 3 year terms.

· Training Options for two (2) firewall administrators.

· Hourly rate for on-site support for project consultation and implementation.

6. Evaluation Questionnaire

All received proposals will be evaluated on their ability to meet or exceed the above listed project requirements.  This will be accomplished via a comprehensive evaluation questionnaire listed below.  All respondents MUST complete the evaluation questionnaire in full and include the questionnaire in the proposal response.

A.
Terms and Conditions   (2-23-2009)

The Proposal response must include a formal copy of any VENDOR'S terms and conditions applicable to this transaction. Evaluation and acceptance and/or modification of these terms and conditions by the University's General Counsel is essential prior to the award of the contract.  If supplied, this should be included in Exhibit 1 of the Vendor’s proposal.  In the event the VENDOR does not supply terms and conditions with their proposal, the University's terms and conditions will govern this transaction.

B.
Governing Law  (Michigan)

VENDOR agrees that, in the event of a dispute, laws of the State of Michigan will prevail.

C.
Non-Discrimination

The parties agree that in the performance of any contract they shall not discriminate in any manner on the basis of race, creed, color, national origin, age, religion, sex, sexual orientation, marital status or handicap protected by law.  Such action shall include, but is not limited to the following:  employment, upgrading, demotion, transfer, recruitment or recruitment advertising; layoff or termination; rates of pay or other forms of compensation.  By submitting a proposal, VENDORS certify that they will conform to the provisions of the Federal Civil Rights Action of 1964, as amended.  Information on the Civil Rights Act can be found at http://www.eeoc.gov/laws/statutes/titlevii.cfm 

D.
Civil Rights Requirements

All VENDORS must be in compliance with the directives of the Michigan Department of Civil Rights.  The Department of Civil Rights web address is


http://www.michigan.gov/mdcs/0,1607,7-147-6881---,00.html

D.
Immigration Reform and Control Act of 1986

By submitting a proposal, the VENDORS certify that they do not and will not during the performance of this contract employ illegal alien workers or otherwise violate the provisions of the federal Immigration Reform and Control Act of 1986.

E.
Debarment Status   (6-12-2009)
By submitting a proposal, VENDORS certify that they are not currently debarred from submitting bids on contracts nor are they an agent of any person or entity that is currently debarred from submitting bids on contracts.  The University’s Department Policy can be found at http://purchasing.wayne.edu/vendors/debarred.php. State of Michigan information on Debarment can be found at
 http://www.michigan.gov/buymichiganfirst/0,1607,7-225-48677-20042--,00.html. The Federal Debarred Vendor List   (Excluded Parties List System) and related links can be found at http://www.epls.gov/
F.
Indemnification and Hold Harmless

The VENDOR shall defend, indemnify and hold harmless the UNIVERSITY, its officers, employees and agents, against any and all liability of whatever nature which may arise directly or indirectly by reason of the VENDOR'S performance under this Agreement.

G.
VENDOR Liability

The VENDOR will be liable for any associated costs of repairs for damage to buildings or other UNIVERSITY property caused by the negligence of the VENDOR'S employees.

H.
Early Termination by the University

The UNIVERSITY shall have the right to terminate the contract with the VENDOR without penalty after the UNIVERSITY'S thirty (30) days written notice of termination to the VENDOR under the following circumstances:

1.
Default of VENDOR
It shall be considered a default whenever the VENDOR shall:

a.
Disregard or violate material provisions of the contract documents or UNIVERSITY instructions, or fail to execute the work according to the agreed upon schedule of completion and/or time of completion specified, including extensions thereof, or fail to reach agreed upon performance results.

b. Declare bankruptcy, become insolvent, or assign company assets for the benefit of creditors.

2.
Convenience of the UNIVERSITY

When termination of the contract services is construed by the UNIVERSITY to be in its best interest for serving the community and its students, faculty, and staff.

Note:  Any contract cancellation notice shall not relieve the VENDOR of the obligation to deliver and/or perform prior to the effective date of cancellation.

I.
Cancellation of Contract by VENDOR

VENDOR must provide a minimum of ninety (90) days written notice of cancellation of contract to the UNIVERSITY regardless of the reason for said termination.  Such notification must be sent to:


Kenneth Doherty,  Assistant Vice President
Procurement & Strategic Sourcing 

Wayne State University

RFP:  Internet Perimeter Firewall Replacement, Project R575371 
5700 Cass Avenue, Suite 4200, A.A.B.

Detroit, MI  48202

J.
Joint or Partnering Bids/Proposals

A joint bid/proposal by two or more Vendors proposing to participate jointly in performance of proposed work may be submitted.  A single Vendor must be clearly identified as the “Primary Vendor” who will assume responsibility for performance of all other Vendors and all subcontractors.  The Primary Vendor must identify itself as such and submit the proposal under its company name and signature.  If a contract is awarded in response to a joint bid/proposal, the Primary Vendor must execute the contract and all Partner Vendors must verify in writing that the Primary Vendor is authorized to represent them in all matters relating to the contract.  At least one of the Vendors must have attended any and all mandatory Pre-Proposal or other meetings.  

K.
Non-Assignment

The agreement shall be between the UNIVERSITY and the VENDOR and the VENDOR shall neither assign nor delegate the agreement, its rights or obligations, or any of its terms without the express written permission of the UNIVERSITY.  

L.
Price Schedules

VENDOR is to quote the products and services in accordance with specifications set forth in this Request for Proposal.  Prices and other requested data must be stated on or in the exact format of Cost Schedule C.  Vendors must not modify the format of any Price Schedule or to alter its functionality.


Please Note:
You must respond using Schedule C.  Failure to do so may result in disqualification of your Proposal.  VENDOR shall be responsible for all errors and omissions.

A copy of Cost Schedule C is to be provided in Excel format with your electronic submission.  The paper copy will govern if any discrepancies exist between the paper copy and electronic version.   

M.
Pricing Variances

No changes shall be made, nor invoices paid for extra changes, alterations, modifications, deviations, and extra orders except upon a written change order from the UNIVERSITY.  The UNIVERSITY will not authorize payment for changes, alterations, modifications, deviations, etc. that are a result of VENDOR error.

O.
Certification, Affidavit, and Acknowledgements (11-01-11)

The Proposal Certification, Non-Collusion Affidavit, and Vendor Acknowledgements, Schedule A, must be executed as a part of the VENDOR'S proposal.

P.
VENDOR Payment/Billing Terms

Payments of invoices will be made thirty (30) days after receipt and approval of invoice, by the UNIVERSITY, for each month completed.

ACH payments are both faster and less costly for Vendors and the University.  As a result, this is the University’s preferred payment method.  To enroll in the University’s ACH program, visit http://fisops.wayne.edu/disbursements/tax-forms.php and download the ACH payment agreement form.  The completed form should be signed and sent to vendorach@wayne.edu.
Q.
Entire Agreement

An agreement, when fully executed, shall incorporate by reference this RFP and the Vendor’s response Proposal, and will contain all the covenants and agreements between the parties with respect to the subject matter of this agreement.  Any amendment or modification to this agreement must be in writing and signed by all parties.

R.
Severability


It is understood and agreed that if any part, term, or provision of this agreement is held to be illegal or in conflict with any law of the State of Michigan, the validity of the remaining portions or provisions shall be construed and enforced as if the Agreement did not contain the particular part, term, or provision held to be invalid.

S.
Modification of Service

The UNIVERSITY reserves the right to modify the services during the course of the contract, with concurrence of the VENDOR.  Any changes in pricing and rates proposed by the VENDOR resulting from such changes are subject to acceptance by the UNIVERSITY.


In the event prices and rates cannot be negotiated to the satisfaction of both parties, the contract may be subject to cancellation and competitive bidding based upon the new specifications.

T.
Publicity

VENDORS must refrain from giving any reference to this project, whether in the form of press releases, brochures, photographic coverage, or verbal announcements, without written approval from the UNIVERSITY.

U.
Independent Contractor

The VENDOR agrees that in all respects its relationship with the UNIVERSITY will be that of an independent contractor.  Vendor will not act or represent that it is acting as an agent of the UNIVERSITY or incur any obligation on the part of the UNIVERSITY without written authority of the UNIVERSITY.

V.
Confidentiality

Proposals could be subject to public review after the contracts have been awarded.  VENDORS responding to this proposal are cautioned not to include any proprietary information as part of their proposal unless such proprietary information is carefully identified as such in writing, and the UNIVERSITY accepts, in writing, the information as proprietary.

W.
Insurance Requirements (10-5-2009)

VENDORS must provide Certificates of Insurance or other evidence that insurance is in place.  If awarded a contract, VENDOR must then provide a Certificate of Insurance naming Wayne State University / Office of Risk Management as a certificate holder and the Board of Governors as an additional insured.  During the life of the contract, the VENDOR must maintain insurance as stated in Insurance Provisions (Schedule B) and any additional requirements as specified by the UNIVERSITY Office of Risk Management.
X.
Minority, Woman and Disabled Veteran Owned Business Enterprises (M/W/DBEs) 

Specify in your proposal whether ownership of your company is a certified M/W/DVBE.  The University, in accordance with guidelines from the MMSDC and WBENC, considers a M/W/DVBE as one that is at least 51% owned, operated, and controlled by a M/W/DVBE, or in case of a publicly-owned business, at least 51% of the stock must be owned by a M/W/DVBE.  

If the firm is not a M/W/DVBE, describe the firm’s partnering relationships (if any) with M/W/DBE and how it plans to support the UNIVERSITY’S goal to award UNIVERSITY business to M/W/DVBEs.

1.
Reporting


The selected firm will identify and fairly consider M/W/DVBE for subcontracting opportunities when qualified firms are available to perform a given task in performing for the UNIVERSITY under the resulting agreement.  The selected VENDOR must submit a quarterly M/W/DVBE business report to the UNIVERSITY Procurement & Strategic Sourcing by the 15th of the month following each calendar quarter; specifically the months of April, July, October, and January.  Such reports should be sent directly to:

Kenneth Doherty,  Assistant Vice President
Procurement & Strategic Sourcing 

Wayne State University

RFP:  Internet Perimeter Firewall Replacement, Project R575371 

5700 Cass Avenue, Suite 4200, A.A.B.

Detroit, MI  48202

2.
Report Detail


M/W/DVBE business reports must contain, but are not limited to the following:

· Firm’s name, address, and phone number with which the VENDOR has contracted over the specified quarterly period

· Contact person at the minority firm who has knowledge of the specified information

· Type of goods and/or services provided over the specified period of time

· Total amount paid to the minority firm as it relates to the UNIVERSITY account.

Specify in your proposal whether your company is a certified 8(A) firm.

A complete set of the University's Supplier Diversity Program, which includes complete definitions of each of the above, can be downloaded from our web site at
 http://purchasing.wayne.edu/docs/university_policy_2004_02.doc.
Y.
Ownership of Documents

All documents prepared by the VENDOR, including but not limited to: tracings, drawings, estimates, specifications, field notes, investigations, studies and reports, shall become the property of the UNIVERSITY.  At the UNIVERSITY’S option, such documents will be delivered to UNIVERSITY Procurement & Strategic Sourcing. Prior to completion of the contracted services, the UNIVERSITY shall have a recognized proprietary interest in the work product of the VENDOR.  

Z. 
Prevailing Wage Rates   (4-25-2010)
Wayne State University requires all project contractors, including subcontractors, who provide labor on University projects to compensate at a rate no less than prevailing wage rates.

The rates of wages and fringe benefits to be paid to each class of laborers and mechanics by each VENDOR and subcontractor(s) (if any) shall be not less than the wage and fringe benefit rates prevailing in Wayne County, Michigan, as determined by the United States Secretary of Labor.  Individually contracted labor commonly referred to as “1099 Workers” are not acceptable for work related to this project.  

Installers of furniture or equipment responsible for onsite assembly must be classified minimally as carpenters, and those responsible for electrical connections must be classified minimally as electricians.

Additional information can be found on University Procurement & Strategic Sourcing’s web site at purchasing.wayne.edu under Information for Vendors.

If you have any questions, or require rates for additional classifications, please contact:

	Michigan Department of Consumer & Industry Services, 

Bureau of Safety and Regulation, Wage and Hour Division, 

7Conference Room 150 Harris Drive, 

P.O. Box 30476,

Lansing, Michigan 48909-7976 

http://www.michigan.gov/dleg/0,1607,7-154-27673_27706-39650--,00.html


Wayne State University's Prevailing Wage Requirements:

When compensation will be paid under prevailing wage requirements, the University shall require the following:

A. The contractor shall obtain and keep posted on the work site, in a conspicuous place, a copy of all current prevailing wage and fringe benefit rates.

B. The contractor shall obtain and keep an accurate record showing the name and occupation of and the actual wages and benefits paid to each laborer and mechanic employed in connection with this contract.  

C. The contractor shall submit a completed certified payroll document [U.S. Department of Labor Form WH 347] verifying and confirming the prevailing wage and benefits rates for all employees and subcontractors for each payroll period for work performed on this project.  The contractor shall include copies of pay stubs for all employee or contract labor payments related to Wayne State University work.  The certified payroll form can be downloaded from the Department of Labor website at http://www.dol.gov/whd/forms/wh347.pdf.  NOTE:  Invoices WILL NOT be processed until certified payrolls are received.

If the VENDOR or subcontractor fails to pay the prevailing rates of wages and fringe benefits and does not cure such failure within 10 days after notice to do so by the UNIVERSITY, the UNIVERSITY shall have the right, at its option, to do any or all of the following:

1.
Withhold all or any portion of payments due the VENDOR as may be considered necessary by the UNIVERSITY to pay laborers and mechanics the difference between the rates of wages and fringe benefits required  by this contract and the actual wages and fringe benefits paid;

2.
Terminate this contract and proceed to complete the contract by separate agreement with another vendor or otherwise, in which case the VENDOR and its sureties shall be liable to the UNIVERSITY for any excess costs incurred by the UNIVERSITY.

3.
Propose to the Assistant Vice President that the Vendor be considered for Debarment in accordance with the University’s Debarment Policy, found on our website at 
http://purchasing.wayne.edu/docs/appm28.pdf
Terms identical or substantially similar to this section of this RFP shall be included in any contract or subcontract pertaining to this project.

The current applicable prevailing wage rates as identified by the State of Michigan Department of Consumer & Industry Services, Bureau of Safety and Regulation, Wage and Hour Division are listed below for reference.  Refer to item C above if additional information is required.

<See Purchasing Website at:  
http://purchasing.wayne.edu/vendors/wage-rates.php  .
AA.  
Buy  American

Wayne State University intends to purchase products in the United States of America whenever an American made* product is available that meets or exceeds the specifications requested and the price is equal to or lower than a foreign made product.  Vendors are required to bid American made products whenever available.  Vendors may bid foreign made products when: 

1)  They are specified 

2)   As an alternate as long as they are technically equal to the product specified.

*  (More than  50% of the product manufactured or assembled in the U.S.A.)













Schedule A
RESPONSE TO WAYNE STATE UNIVERSITY
REQUEST FOR PROPOSAL
RFP:  Internet Perimeter Firewall Replacement, Project R575371
AND TO ANY AMENDMENTS, THERETO
DATED:  April 16, 2013 

PROPOSAL CERTIFICATION, ACKNOWLEDGEMENTS, 

and NON_COLLUSION AFFIDAVIT 

VENDOR is to certify its proposal as to its compliance with the Request for Proposal specifications using the language as stated hereon.



ACKNOWLEDGEMENTS


By virtue of submittal of a Proposal, VENDOR acknowledges and agrees that:

· All of the requirements in the Scope of Work of this RFP have been read, understood and accepted.

· The University’s General Requirements and Guidelines have been read, understood and accepted.

· Compliance with the Requirements and/or Specifications, General Requirements and Guidelines, and any applicable Supplemental Terms and Conditions will be assumed acceptable to the VENDOR if not otherwise noted in the submittal in an Exhibit I, Restricted Services.

· The Supplier is presently not debarred, suspended, proposed for debarment, declared ineligible, nor voluntarily excluded from covered transactions by any Federal or State of Michigan department or agency.

· Wayne State University is a constitutionally autonomous public university within Michigan's system of public colleges and universities, and as such, is subject to the State of Michigan Freedom of Information Act 442 of 1976.  Any Responses Proposals, materials, correspondence, or documents provided to the University are subject to the State of Michigan Freedom of Information Act, and may be released to third parties in compliance with that Act, regardless of notations in the VENDOR's Proposal to the contrary.  

· All of the Terms and Conditions of this RFP and Vendor’s Response Proposal become part of any ensuing agreement.

· The individual signing below has authority to make these commitments on behalf of Supplier.

· This proposal remains in effect for [120] days.

VENDOR, through the signature of its agent below, hereby offers to provide the requested products/services at the prices specified, and under the terms and conditions stated and incorporated into this RFP.



PROPOSAL CERTIFICATION

The undersigned, duly authorized to represent the persons, firms and corporations joining and participating in the submission of this Proposal states that the Proposal contained herein is complete and is in strict compliance with the requirements of the subject Request for Proposal dated April 16, 2013, except as noted in Exhibit 1, the "Restricted Services/Exceptions to RFP" section of the Proposal.  If there are no modifications, deviations or exceptions, indicate “None” in the box below:

	
	NONE – There are no exceptions to the University’s requirements or terms


	
	YES – Exceptions exist as shown in Exhibit 1, Restricted Services.




NON-COLLUSION AFFIDAVIT 


The undersigned, duly authorized to represent the persons, firms and corporations joining and participating in the submission of the foregoing Proposal, states that to the best of his or her belief and knowledge no person, firm or corporation, nor any person duly representing the same joining and participating in the submission of the foregoing Proposal, has directly or indirectly entered into any agreement or arrangement with any other VENDORS, or with any official of the UNIVERSITY or any employee thereof, or any person, firm or corporation under contract with the UNIVERSITY whereby the VENDOR, in order to induce acceptance of the foregoing Proposal by said UNIVERSITY, has paid or is to pay to any other VENDOR or to any of the aforementioned persons anything of value whatever, and that the VENDOR has not, directly or indirectly entered into any arrangement or agreement with any other VENDOR or VENDORS which tends to or does lessen or destroy free competition in the letting of the contract sought for by the foregoing Proposal.

The VENDOR hereby certifies that neither it, its officers, partners, owners, providers, representatives, employees and parties in interest, including the affiant, have in any way colluded, conspired, connived or agreed, directly or indirectly, with any other proposer, potential proposer, firm or person, in connection with this solicitation, to submit a collusive or sham bid, to refrain from bidding, to manipulate or ascertain the price(s) of other proposers or potential proposers, or to obtain through any unlawful act an advantage over other proposers or the college. 

The prices submitted herein have been arrived at in an entirely independent and lawful manner by the proposer without consultation with other proposers or potential proposers or foreknowledge of the prices to be submitted in response to this solicitation by other proposers or potential proposers on the part of the proposer, its officers, partners, owners, providers, representatives, employees or parties in interest, including the affiant.


CONFLICT OF INTEREST

The undersigned proposer and each person signing on behalf of the proposer certifies, and in the case of a sole proprietorship, partnership or corporation, each party thereto certifies as to its own organization, under penalty of perjury, that to the best of their knowledge and belief, no member of the UNIVERSITY, nor any employee, or person, whose salary is payable in whole or in part by the UNIVERSITY, has a direct or indirect financial interest in the award of this Proposal, or in the services to which this Proposal relates, or in any of the profits, real or potential, thereof, except as noted otherwise herein.
Any notice required under the Agreement shall be personally delivered or mailed by first class or certified mail, with proper postage, prepaid, to the Subject VENDOR at the following address:


Company Name:
_________________________________________________________


Address:

_________________________________________________________





_________________________________________________________


Telephone:

(________________)_______________________________________


Fax:


(________________)_______________________________________


Email address:

_________________________________________________________


Submitted by:

_________________________________________________________


Signature

_________________________________________________________





____________________________________    ___________________





                               (Title)                                                  (Date)

Schedule B - INSURANCE REQUIREMENTS (Rev 01-2013)
____________________________________________, at its sole expense, shall cause to be issued and maintained in full effect for the term of this agreement, insurance as set forth hereunder:







General Requirements
	

Type of Insurance
	
Minimum Requirement




	1.
Commercial General Liability (CGL) 
CGL insurance should be written on ISO 
form CG 00 01 (or equivalent substitute)


	$1,000,000 combined single limit

$2,000,000 annual aggregate

	2.
Commercial Automobile Liability 
(including hired and non-owned vehicles)
	$1,000,000 combined single limit per accident for bodily injury and property damage, without annual aggregate.



	3.
Workers' Compensation 
(Employers' Liability)
	Required by the State of Michigan and Employer’s Liability in the amount of 

$500,000 per accident for bodily injury or disease.


Maximum Acceptable Deductibles

 Type of Insurance


Deductible





Commercial General Liability


$5,000




Commercial Automobile Liability


 0




Workers' Compensation 


 0


Property - All Risk 


$1,000





Coverage
1.
All liability policies must be written on an occurrence form of coverage.






2.
Commercial General Liability (CGL) includes, but is not limited to: consumption or use of products, existence of equipment or machines on location, and contractual obligations to customers.






3.
The Board of Governors of Wayne State University shall be named as an additional insured, but only with respect to accidents arising out of said contract.
4. 
The additional insured provision shall contain a cross liability clause as follows: “The insurance afforded applies separately to each insured against whose claim is made or suit is brought, except with respects to the limits of the company’s liability.” 

5.
The insurance company for each line of insurance coverage will be reviewed and checked per the A.M. Best’s Key Rating Guide.  A rating of not less than “A-“ is required






Certificates of Insurance

1.
Certificates of Insurance naming Wayne State University / Office of Risk Management as the certificate holder and stating the minimum required coverage must be forwarded to the Office of Risk Management to be verified and authenticated with the agent and/or insurance company.






2.
Certificates shall contain a statement from the insurer that, for this contract, the care, custody or control exclusion is waived.






3.
Certificates shall be issued on a ACORD form or one containing the equivalent wording, and require giving WSU a thirty (30) day written notice of cancellation or material change prior to the normal expiration of coverage.



4.
Revised certificates must be forwarded to the Office of Risk Management thirty (30) days prior to the expiration of any insurance coverage listed on the original certificate, as follows:


Wayne State University


Office of Risk Management


5700 Cass Avenue, Suite 4622 AAB


Detroit, MI 48202

Specific Requirements- Individual contracts may require coverage in addition to the minimum general requirement

such as, business interruption, higher limits and or blanket fidelity insurance.

Exception to the insurance requirements is to be approved, in writing, by the Office of Risk Management. Exceptions are determined by the type and nature of the contract and the individual contractor.
Schedule C

(Cost Schedule; Compensation and Fees)

See web site:

http://www.forms.purchasing.wayne.edu/Adv_bid/Adv_bid.html

Schedule D - Summary Questionnaire	1.
Can your company commence on or before May 6, 2013 and be completed by June 1, 2013?
	
	YES
_______

	ALTERNATIVE 
______________



	2.
Does your company agree to provide a minimum of 3 references to the University upon request, with specific contact names and phone numbers?


	
	_______


	______________



	3.
Did you attend the mandatory Pre-Proposal meeting on April 23, 2013?
	
	_______


	______________



	4.
Did your company provide a certificate of insurance to meet or exceed all our minimum requirements?


	
	_______


	_______________



	5.
Did your company provide the required Proposal Certification, Non- Collusion Affidavit and Vendor Acknowledgement, Schedule A?

	
	_______


	_______________



	6.
Did your company complete and provide the Summary Price Schedule C, and submit it electronically to rfp@wayne.edu?  


	
	_______


	_______________



	7.
Does your company agree to enroll in our ACH payment program?


	
	_______


	______________



	8.
Did your company agree to guarantee to maintain a top priority for the UNIVERSITY?


	
	_______


	______________



	9.
Please complete the following questions:

         Total number of employees in your company

         Total years in business with this company name


	
	______

______


	

	10.
Does your company agree to provide financial reports to the University upon request?

	
	_______


	______________



	11. Does your company agree to allow the UNIVERSITY to audit your books pertaining to the UNIVERSITY account?


	
	_______


	______________



	12. Are there any conflicts of interest in doing business with the University?


	
	___ Yes

___ No


	

	13.
Did your company provide a “Restricted Services” exhibit, EXHIBIT 1?


	
	___ Yes

___ No


	

	14.
Does your company agree to provide a list of lost accounts in excess of $25,000?


	
	_______


	______________



	15. Did your company provide a Proposal Evaluation Questionnaire?


	
	_______


	______________




16. ADDENDA:
The undersigned affirms that the cost of all work covered by the following Addenda are included in the lump sum price of this proposal.

Addendum No.
     Date

      
Addendum No.
    Date



Addendum No.
     Date

     
Addendum No.
    Date



Addendum No.
     Date

     
Addendum No.
    Date



Addendum No.
     Date

     
Addendum No.
    Date



Addendum No.
     Date

     
Addendum No.
    Date



Company Name:
_________________________________________________________


Signature

_________________________________________________________


Typed Name

_________________________________________________________





____________________________________    ___________________





                               (Title)                                                  (Date)

APPENDIX 1

(Wayne State University Campus Map)

See web site:

http://campusmap.wayne.edu/
A detailed list of Cash & Coin operated lots can be viewed at http://purchasing.wayne.edu/cash_and_credit_card_lots.php    

      APPENDIX 2

REGISTRATION/INTENT FORM

RFP Internet Perimeter Firewall Replacement 2013, Project R575371

Please use this form to indicate your attendance at our mandatory Pre-proposal meeting to be held on,
 April 23, 2013 at 10:30 a.m. and your intent to submit a proposal for the services listed.  Please type or print the information requested below, then fax to attention Ms. Pat Milewski at (313) 577-3747 by, April 22, 2013, 12:00 noon.
VENDOR Name:











VENDOR Address:











Contact Person:











Telephone:

  (

)








Fax:


  (

)








E-mail













YES ________  I will be attending the mandatory Pre-proposal meeting on
Location:
WAYNE STATE UNIVERSITY


Computing and Information Technologies Building



5925 Woodward Avenue, Conference Room 150



Detroit, MI  48201
Time:   10:30 a.m.    

YES________  I would like to participate in the pre-bid meeting via Conference Call, reference log-in conference number:  313 993 - 3480 (no password) on April 23, 2013  at 10:30 a.m. 
NO _________  I will not participate in the Request for Proposal and will not be 


               present at the meeting.

I understand that this will not affect our status as a potential supplier to Wayne State University.

Thank you for interest shown in working with Wayne State University.

Robert Kuhn 

Sr. Buyer

      












APPENDIX 3

Proposal Evaluation Questionnaire
Appendix 3
Appendix
Proposal Evaluation Questionnaire

· For the below sections, “any provided system” refers to any hardware or software delivered as part of the Scope of Work for this project.

· For the below sections, “security device” refers to any hardware firewall device delivered as part of the Scope of Work for this project.

· For the below sections, “management device or software” refers to any physical device, software, or virtual appliance used to manage any hardware firewall device delivered as part of the Scope of Work for this project.

· For the below sections, provide responses explicitly for the actual hardware and software delivered as part of the Scope of Work for this project.  Responses are free to include a secondary statement, if desired, calling attention to future growth capacity with the addition of further hardware or software.

SECTION A – NETWORKING

1. Specify and describe, for any provided systems, compatibility with the IPv4 networking stack.

2. Specify and describe, for any provided systems, compatibility with the IPv6 networking stack.

3. Specify and describe, for any provided systems, compatibility with dual-stack network transport.

4. Specify and describe, for any security device, support for 802.1Q VLAN tagging and trunking.

5. Specify and describe, for any security device, support for Quality of Service (QoS) tagging.

6. Specify and describe, for any security device, support for standards-based link aggregation.

7. Specify and describe, for any security device, supported routing protocols.

8. Specify and describe, for any security device, support for acting as a Dynamic Host Configuration Protocol (DHCP) client, server, and relay.

9. Specify and describe, for any security device, support for multicast routing, groups, and traffic.

10. Specify and describe, for any security device, support for jumbo frames.

11. Specify, for any security device, the maximum number of subinterfaces which can be configured per parent interface.

12. Specify, for any security device, the maximum number of subinterfaces supported globally per hardware device.

13. Specify, for any security device, the maximum ARP table size per hardware device.

14. Specify, for any security device, the maximum CAM/MAC table size per hardware device.

15. Specify, for any security device, the maximum IPv6 neighbor table size per device.

SECTION B – STANDARD SECURITY FEATURES

1. Specify and describe, for any security device, support for stateful firewall inspection.

2. Specify and describe, for any security device, support for Network Address Translation (NAT) and Port Address Translation (PAT).

3. Specify and describe, for any security device, the maximum number of firewall rules or policies configurable per hardware device.

4. Specify and describe, for any provided system, the ability to specify atomic elements for each firewall rule, including but not limited to: Source, Destination, Port, Application, and Action.

5. Specify and describe, for any provided system, actions available on traffic matching any specific firewall rule.

6. Specify and describe, for any provided system, any capabilities to perform time-based firewall rule scheduling.

7. Specify, for any provided system, the maximum number of atomic entries which can be added as a source or destination to a specific firewall rule.

8. Specify, for any provided system, the maximum number of hosts, networks, or entries that can be added to a host group.

9. Specify, for any provided system, the maximum number of atomic elements that can be used to define an individual application.

10. Specify, for any provided system, the maximum number of application entries that can be added to an application group.

11. Specify, for any provided system, the maximum number of instantiated IPSEC tunnels which can be maintained simultaneously.

12. Specify, for any security device, the maximum data throughput rate in Megabits per second (Mbps) for concurrent IPSEC tunnels.

13. Specify and describe, for any security device, supported standards and algorithms available for IPSEC tunnel instantiation and transmission.

14. Specify and describe, for any security device, support for fragmented packet reassembly in respect to the security engine on the security device.

15. Specify and describe, for any security device, support for identifying and blocking network and host scans and sweeps.

16. Specify and describe how the vendor performs security research, including identifying new security topics, trends, vulnerabilities, and zero-day threats.

SECTION C – NEXT-GENERATION SECURITY CAPABILITIES

1. Specify and describe, for any security device, support for identification of application level (Layer 7) traffic.

2. Specify and describe, for any security device, support for configuration of firewall rules based on application level traffic.

3. Specify and describe, for any security device, support for limiting application level traffic to well-known or defined ports only.

4. Specify and describe, for any security device, support for handling the detection of well-known malicious traffic.

5. Specify and describe, for any security device, support for handling the mitigation and blocking of well-known malicious traffic.

6. Specify and describe, for any security device, support for identification, detection, and mitigation of new or zero-day exploits and threats.

7. Specify and describe, for any security device, support for inspection of internal- sourced SSL traffic.

8. Specify and describe, for any security device, support for detection of Botnet Command and Control traffic.

9. Specify and describe, for any security device, support for detection of common malware.

10. Specify and describe, for any security device, support for the detection of drive-by malicious downloads.

11. Specify and describe, for any security device, the capability to support protection for outbound data by masking or blocking sensitive data such as Social Security Numbers (SSNs), bank accounts, and credit card Primary Account Numbers (PANs) in order to prevent data leakage.

12. Specify and describe, for any security device, support for identification and blocking of websites used in phishing email attacks.

13. Specify and describe, for any security device, protections available to identify and mitigate against Denial of Service (DoS) or Distributed Denial of Service (DDoS) attacks.

14. Specify and describe, for any security device, support for dynamic block lists sourced from either public or internal sources.

15. Specify and describe, for any security device, support for identification and blocking of specific domain names or access to their resolved hosts.

16. Specify and describe, for any security device, support for bandwidth management and provisioning for defined critical applications.

17. Specify and describe, for any provided system, the capability for a firewall administrator to write a custom application for use in firewall rules.

18. Specify and describe, for any provided system, the capability for a firewall administrator to write a custom signature for use in the firewall configuration.

19. Specify and describe, for any provided system, the ability for a firewall administrator to view the “match” criteria for existing system-defined applications.

20. Specify and describe, for any provided system, the ability for a firewall administrator to view the “match” criteria for existing system-defined signatures.

21. Specify and describe, for any security device, the capability to perform rate-limiting for individual applications.

22. Specify and describe, for any provided system, support for the download of PCAP samples for malicious or interesting traffic.

23. Specify, for any security device, both published and real-world detection rates for different types of viruses, malware, and network threats.

24. Specify and describe, for any provided system, other deep packet inspection technologies provided by your product that have not been covered in this section.

SECTION D – SUPPORT AND MAINTENANCE

1. Specify and describe, for any provided system, the frequency of security signature updates.

2. Specify and describe, for any provided system, the frequency of operating system updates.

3. Specify and describe, for any provided system, the ability for the manufacturer to support said system for a minimum of five (5) years from date of delivery.

4. Specify and describe, for any provided system, the capability to have a Next Business Day (NBD) replacement in the event of a failure.

5. Specify and describe the typical turnaround time for the inclusion of a new application into security signature updates once reported via support channels.

6. Specify and describe the typical turnaround time for the inclusion of a new security signature into security signature updates once reported via support channels.

7. Specify and describe, for any provided system, available support levels, options and tiers.

8. Specify and describe, for any provided system, available online and in-person training.

9. Specify and describe, for any provided system, available and applicable technical certifications for Wayne State University security personnel.

10. Specify and describe any online member-driven or manufacturer-driven support communities.

SECTION E – PERFORMANCE

1. Specify, for any security device, published and real-world maximum data throughput loads in Gigabits per Second (Gbps) for basic firewall functionality.

2. Specify, for any security device, published and real-world maximum data throughput loads in Gigabits per Second (Gbps) for advanced or next-generation firewall functionality.

3. Specify and describe, for any security device, the backplane interaction and bandwidth between different internal hardware components, including route engines, packet forwarders, line cards, ASICs, and security engines.

4. Specify, for any provided systems, the number of actual 10Gbps interfaces, either SFP+ or XFP.

5. Specify, for any provided systems, the number of actual 1Gbps SFP interfaces.

6. Specify, for any provided systems, the number of actual 1Gbps copper interfaces.

7. Specify, for any security device, the maximum number of Connections per Second (CPS) supported as delivered.

8. Specify, for any security device, the maximum number of concurrent sessions supported as delivered.

9. Specify and describe, on any provided systems, the performance impact when utilizing additional advanced or next-generation security features.

10. Specify and describe, on any provided systems, any caveats, limitations, or restrictions relating to feature parity between IPv4 and IPv6 traffic for any security and network services.

SECTION F – DEPLOYMENT OPTIONS

1. Specify and describe, for any security device, the capability to operate in a “Layer 1” deployment, simply forwarding traffic between two defined interfaces.

2. Specify and describe, for any security device, the capability to operate in a “Layer 2” deployment, acting in a switching capacity.

3. Specify and describe, for any security device, the capability to operate in a “Layer 3” deployment, acting as a direct or indirect network gateway for protected networks.

4. Specify and describe, for any security device, the capability to operate in a network tap capacity, observing network traffic from SPAN or mirror sessions.

5. Specify and describe capability, for any security device, the capability to operate as a combination of above Layer 1, layer 2, Layer 3, and Network Tap deployments simultaneously.

SECTION G – HIGH AVAILABILITY

1. Specify and describe, for any security device, capability to operate in a “Active/Passive” high availability mode where traffic and security processing can only occur in a single device at a time.

2. Specify and describe, for any security device, capability to operate in a “Active/Active” high availability mode where traffic and security processing are synchronized and may occur independently on either device.

3. Specify and describe, for any security device, methods and limitations regarding the synchronization of security and session data between members of a High Availability cluster.

4. Specify and describe, for any security device, the amount of firewall administrator intervention required for typical high availability failover scenarios.

5. Specify, for any security device, published and real-world failover times for typical failure scenarios, including loss of power, loss of network link, and loss of security processing.

6. Specify and describe, for any security device, the failure detection options and algorithms of any provided devices used in making a decision regarding a high availability failover.

7. Specify and describe, for any security device, the resulting security posture of any provided devices – either fail-open or fail-closed – in the event of a failure scenario.

8. Specify and describe, for any security device, the performance and processing impact of a rule change to existing traffic flows.

9. Specify and describe, for any security device, the performance and processing impact of security signature changes to existing traffic flows.

10. Specify and describe, for any security device, the performance and processing impact of Operating System changes to existing traffic flows.

11. Specify, for any provided systems, the typical and maximum number of Operating System images which can be stored simultaneously.

SECTION H – PHYSICAL

1. Specify and describe, for any provided system, the capability to operate with redundant power supplies.

2. Specify and describe, for any provided system, the capability to operate with a minimum of one (1) failed power supply.

3. Specify and describe, for any provided system, the availability of “hot-swappable” components which can be removed and replaced during normal operation.

4. Specify and describe, for any provided system, the capability to be mounted in a standard 19-inch rack, and if front-only or front-and-back mounting is required.

5. Specify and describe, for any provided solution, the capability to accept 120V AC electrical input.

6. Specify and describe, for any provided solution, the capability to accept 208V AC electrical input.

7. Specify and describe, for any provided solution, the capability to accommodate DC electrical input.

8. Specify and describe, for any provided system, the typical and maximum electrical system loads.

9. Specify and describe, for any provided system, the typical and maximum thermal load in British Thermal Units (BTUs).

10. Specify, for any provided system, the recommended and maximum operating temperature.

11. Specify, for any provided system, the published Mean Time Between Failures (MTBF).

12. Specify, for any provided system, the typical system boot times from both a cold and warm start.

SECTION I – VIRTUALIZATION

1. Specify and describe, for any provided systems, the delivered and maximum number of virtual firewalls or contexts which can be simultaneously in operation.

2. Specify and describe, for any provided systems, any caveats, limitations or restrictions for device operation within any virtual firewall or context.

SECTION J – DEVICE MANAGEMENT

1. Specify and describe any centralized management device or software used to manage the provided security devices.

2. Specify and describe the software required on the client system used by the firewall administrator to manage either individual firewalls or the centralized management system.

3. Specify and describe the ability to restrict management network access to the centralized management device or software.

4. Specify and describe the ability to restrict management network access to each individual network security device.

5. Specify and describe the consequences of the local modification of individual security device configurations while the security devices are being centrally managed.

6. Specify and describe the capability for health and performance monitoring from the management device or software.

7. Specify and describe the capability for security trend reporting from the management device or software.

8. Specify and describe the ability to define multiple firewall administrators on the management device or software.

9. Specify the ability to use Role Based Access Control (RBAC) permissions on firewall administrators inside the management device or software.

10. Specify and describe the capability for the management device or software to utilize LDAP for firewall administrator authentication.

11. Specify and describe the capability for the management device or software to utilize RADIUS for firewall administrator authentication.

12. Specify and describe the capability for the management device or software to utilize Microsoft Active Directory (AD) for firewall administrator authentication.

13. Specify and describe the capability for the management device or software to utilize change management for configuration additions, modifications, and deletions.

14. Specify and describe, for any provided systems, the capability to schedule configuration changes and deployments for specific time periods.

15. Specify and describe, for any provided systems, the capability to copy startup and running configurations to an off-device server.

16. Specify and describe, for any provided systems, the capability to perform a rollback of any previously applied configuration changes.

17. Specify and describe, for any provided systems, the capability to perform a rollback of any previously applied security signatures.

18. Specify and describe, for any provided systems, the capability to perform a rollback of any previously applied Operating Systems.

19. Specify and describe, for any provided systems, the licensing model and any current available licenses and durations.

20. Specify and describe, for any provided systems, the capability to log network traffic logs.

21. Specify and describe, for any provided systems, the capability to log next-generation and advanced security logs.

22. Specify and describe, for any provided systems, the capability to log system health information, including system and CPU load, memory, and performance metrics.

23. Specify and describe, for any security device, the capability to generate custom alerts for changes, health status and failure.

24. Specify and describe, for any provided systems, the capability to log any of its respective logging output to a remote SYSLOG destination.

25. Specify and describe, for any provided systems, the capability to be configured locally using a serial console connection.

26. Specify and describe, for any provided systems, the capability to be configured remotely using a Secure Shell (SSH) network connection.

27. Specify and describe, for any provided systems, the capability to be configured remotely using a Secure HTTP (HTTPS) network connection.

28. Specify and describe, for any provided systems, the capability to be automatically configured via a published API using a standard such as XMLRPC.

29. Specify and describe, for any provided systems, the capability to be remotely queried via Simple Network Management Protocol (SNMP) for statistical metrics and health information, as well as supported SNMP MIBs.

30. Specify and describe, for any provided systems, the capability to automatically notify a Network Monitoring System (NMS) using Simple Network Management Protocol (SNMP) Traps.

31. Specify and describe, for any provided system, the capability to output flow data for processed traffic in NetFlow or similar format.

32. Specify and describe, for any provided system, the capability to integrate into the IBM QRadar Security Incident and Event Management (SIEM) solution.

33. Specify and describe, for any provided system, the methods used to troubleshoot packet flow issues.

SECTION K – MISCELLANEOUS

1. Specify and describe, for any provided system, its maturity level.

2. Specify and describe, for any provided system, any awards or accolades that the system has received in the previous 24 months.

3. Specify and describe, for any security device, its industry position compared with other competitors based in professional market research reports such as the Gartner Magic Quadrant.

4. Specify and describe, for any provided system, features or technologies not previously covered that Wayne State University could find beneficial.

5. Provide a listing of a minimum of three (3) customers and their contact information that are in the Higher Education market space and currently using the listed provided systems.

6. Describe why the provided systems provide the best solution over any known competitors.
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Drawings
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